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Outline of the Lecture

* Module A: GNSS Signal Security

* Introduction to GNSS Vulnerabilities
* Interference
* Jamming
* Spoofing

 Module B: Spoofing and GNSS Signal Authentication
* Detail discussions on Spoofing
* Demonstration of Spoofing
e Anti-Spoofing Methods
* Demonstration of Anti-Spoofing Method

* Module C: Android GNSS Raw Data Processing
* Introduction
* Android Devices
* Data Logging Tools
* Data Processing Tools
* Data Processing Outputs
* Innovative and Challenging Applications
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Module — B
Spoofing and GNSS Signal Authentication
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Module — B: Contents

* Introduction

* Spoofing Issues
 What is Spoofing?
 How to Spoof?

e Anti-Spoofing
* Anti-Spoofing Methods

* Authentication System Development
* POC (Proof-Of-Concept) Tests

e GPS & GALILEO Authentication Status
e Conclusions
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Can You Trust GPS Position & Time Data”?

Yes, You can...
...But Need to Verify

Because of Spoofing Issues
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What is Location Spoofing?

* Falsify Location Data as If it were True Location

Where is it?
Tokyo or Hawaii?

Spoofer

H 5K
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Watch
James Bond'’s
Movie:
“Tomorrow Never
Dies”
to understand How
a GPS receiver can
be spoofed.

This movie is all
about GPS Spoofing
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Why GPS is Vulnerable to Spoofing ?

* GPS Signal Power is Extremely Low

* GPS Signal Structures are Published and Accessible to Everyone
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Software-Based GPS Signal Generator (Spoofer?)

Bit Rate, IF etc)
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Current Situation with Position Data from GNSS

Can | TRUST
this Position
Data?

Is this Signal
Spoof-Free?

Your Location is
35.123, 139.456

You may TRUST the data BUT need to VERIFY
However, there is No Method to VERIFY GPS Signal
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What is GPS Signal Authentication?

* To authenticate or verify that a GPS signal in the receiver is actually
from a GPS satellite not a Spoqfer

P ==
Py 4_?, @ -

Is this GPS Signal from
a GPS Satellite or a
Spoofer / Simulator?

Spoofer or Simulator \

GPS Signal Authentication is necessary to detect SPOOF Signals
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Spoofing Methods

Spoofing Level 0 Spoofing Level 1 Spoofing Level 2
Self-Spoofing Self-Spoofing Self-Spoofing or 3™ Party Spoofing
Receiver and Spoofer directly Receiver and Spoofer Over-the-Air Spoof Signal Transmission
connected by cable directly connected by cable
Real Signal Present
Real Signal not Present Real Signal Present
GNSS Spoofer GNSS
Antenna Antenna Antenna

@ 4.' — )
| GNSS > GNSS GNSS
| Receiver Receiver Receiver

SPOOFER SPOOFER SPOOFER

\ 4
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GPS Spoofing in Black Sea?
24t June 2017
A GPS spoofing attack in June, involving
over 20 vessels in the Black Sea, has been

reported. Probably the first off:c:a/ record
of spoofing. More...
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Black Sea

June 22nd 00:00

https://www.rin.org.uk/newsitem/4969/GPS-Spoofing-in-Black-Sea
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SPOOQOFing a Car: Is he driving the car?
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- Output of GNSS Receiver, True Data and Spoof Data
Quiz: Can you identify TRUE Data and SPOOF Data?
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GPS Spoofing Poses Risk of Future Havoc ‘
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GPS Tracking is lllegal without Warrant: Japan Supreme Court Ruling

15th March 2017

New rules might be
implemented to make GPS
tracking legal with warrant.

But, there is also
fear of GPS Signal Spoofing.

. G P SEBEFRRO LEFHIRNEVESNRSHRANEE, PRI, FHRHENFHIE—1SHFHR., HEESTRHX (HEEEEY) .
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CSi§ iz Why SPOOFING is Dangerous b BEAL
compared to Interference & Jamming?

Intentional and

Intentional :
Non-Intentional

Difficult to Detect Can be Detected

Available of Service but

.. Denial of Service
Lead to False Position Data

No Effective Solution for

. Many Solutions Exist
Existing Signals any SOIULIOnS £XIS

Fewer Research and Studies Many Research and Studies
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Why do we need to care about Spoofing?

mportance of .
Q Anti-Spoofing
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* Discussions in ISO/TC-204, WG18

* To Draft regulations for ITS-S related with PVT Data

Standards All about ISO Taking part Store

Who develops standards ~ Deliverables Get involved

# Taking part » Who develops standards + Technical Committees » 1SO/TC 204

ISO/TC 204

Intelligent transport systems

About .
Quick links

Secretariat: ANSI
& Work programme

L Secretary: Mr Adrian Guan
Drafts and new work items

Q

ﬁ?k?

THE UNIVERSITY OF TOKYO

Importance of Anti-Spoofing for Trust-worthy PVT Data for ITS

Dinesh Manandhar, The University of Tokyo, Japan, dinesh@iis.u-tokyo.ac.jp
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Importance of Anti-Spoofing for Trust-worthy PVT Data for Aviation

* New SBAS Signals (L5 Band) can also be
Authenticated without modifying the current
signal structure.

*|CAO is already highlighting the necessity and

importance of SBAS Signal Authentication

* New regulations that will require to Authenticate SBAS
Signals for Anti-spoofing will emerge
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How to Mitigate Spoofing?

Hardware Level
 Multi-antenna
e Direction of Arrival

RF Level
* AGC Monitoring

Signal Monitoring
* P-Code Reference
* RAIM or ARAIM
* Signal Sanity Check
* Multi-Correlator

Signal Encryption
* PRN Code Encryption
* NAV Message Encryption

Navigation Message Authentication
* GALILEO Open Signal Navigation Message Authentication
 Our Method =» Broadcasting Digital Signhature

HW Level

B o >

SW Level

High
Low

- Implementation Complexity >

- Technology Adaptation >

Rigid
Flexible
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How to Solve Spoofing?

Hardware Level
e Multi-antenna
* Direction of Arrival

Signal Monitoring
* P-Code Reference
 RAIM or ARAIM
 Signal Sanity Check
* Multi-Correlator

Signal Encryption
* PRN Code Encryption
* NAV Message Encryption

Broadcasting Digital Signature
* Navigation Message Authentication

GALILEO Open Signal Navigation Message Authentication
* TESLA
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Anti-Spoofing Design Requirements

* No Change in Hardware
* Receiver side, Control System or Satellite system

* No Change in Signal Structure
 Satellite Side

* Shall be able to

* Implement only with FW/SW modification in the receiver

* Provide Position Solution even if Authentication Fails

* Authenticate only when required

* Authenticate in Real-time as well as in Post-processing mode
* Authenticate GPS L1C/A Signals as well

* Authenticate consumer grade receivers
* |oT, ITS, ADAS, V2X, Mobile Phones etc

These requirements impose certain limitations on Authentication

Dinesh Manandhar, The University of Tokyo, Japan, dinesh@iis.u-tokyo.ac.jp Slide : 24
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Our Solution for Anti-Spoofing = Signal Authentication

‘!‘GPS
"

Can | Trust this
Position Data?

Signal
Authentication

Check the

Your Location is
35.123, 139.456

T cuctar  Authentication e\, X
/Co | System CenteriADG) :s.
‘ Xl DS and Public Keys
el | |EEm VF S
11 | - USER
—- IS / ADAS
- Authentication Generation of Digital Signature (DS) A ~
nnnnnnn rivate and Public|
----------- Data f"" wn Y
uuuuuuuuuuuu from AMS P’ &
nnnnnn 5
ation / WAAS Railway

Solution developed for
Spoofing Check
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Authentication System: Space, Control and User Systems

GPS

Space System - Qs
S 2o, , ‘\75
& 7 |

/

[/

Control Sy%ﬁlé
4

—— |I/F

S e, B

GNSS Monitoring Authentication Qzss C?ntrol Marine / AIS
Stations in Japan Data Center (ADC) Station
and ASEAN
Countries NAV Data Bits from Digital Signature Data

QZSS Monitoring Stations for Authentication

Aviation / WAAS

ITS / ADAS

Railway
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Prototype Anti-Spoofing Receiver

GPS
- B s
= ‘ = «'\
- =
\ QZSS Signal with

L1C/A 9" Digital Signature
I for Authentication

L1s

Tablet | —— Request for KEY —>
I GNS5 1 S B Provide KEY &
L Receiver f Connect Ver.: 1.0l © Other Services
through
oTG WiFi Link Authentication
Cable Data Center

(Service Provider)
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GPS Signal Authentication [

GNSS Authentication Demo

THE UNIVERSITY OF TOKYO

%7 m 11:13 AM

Oy

Q¢

GNSS Authentication Demo

AUTHENTICATION  SKYPLOT AUTHENTICATION  SKYPLOT

Week 2007 Lat Latitude

©&E
Output of Signal Authentication APP when visible Elv: 42:900m DO (3PS 00
GPS signals are successfully authenticated. QZ8S01 OK | | Voo Grsyaa .
GPS03 N/A
Green : Authentication Successful GPSO1 oK /
Red - Authentication Fail - ™
GPS08 0K ‘ |

18

STOP

Bytes Received: 757996
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GPS Signal Authentication

Output of Signal Authentication APP when visible
GPS signals are successfully authenticated.

Green

Red

Center for Spatial Information Science
The University of Tokyo

: Authentication Successful
: Authentication Fail / SPOOF Signal

Q4

GNSS Authentication Demo

AUTHENTICATION SKYPLOT

Week 2007 Lat 8
TOW 336 Lon 1... . vicee o
Elv -28.200m

GPS10
GPS18
GPS08
GPS27
GPS16
GPS22

GPS14

Bytes Received: 23644

0t @ 2:.04 PM

N/A
N/A
FAIL
FAIL
FAIL
FAIL

FAIL

STOP
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GNSS Authentication Demo

AUTHENTICATION SKYPLOT

Latitud

Longitt

Elevati

Fix type: Autonomous

Satellites: 14

PDOP (GPS): 0.0

HDOP (GPS): 0.0 N

VDOP (GPS): 0.0 R - T

H 5K

THE UNIVERSITY OF TOKYO

%30t 0 2:04 PM

\
\
\ 68~ ~ J /
AN Sen AL
2200\ S S
\ N / /
N\ N /
AN e
N / ./',
Y L v
210° 150°
s
55 54 56

51
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Csi

Center for Spatial Information Science
The University of Tokyo

Sample Authentication Output (KML)

ATH/P:8/5:1
Variable ||Value
TIME 120073
PRMN_ID |[8
Longitude||138.222
Latitude |[34.8141
Azimuth  |[260
Elevation |52
CIND 26
Speed 280948
STATUS |1
BitError (|1

Directions: To here - From here

S

H 5K

THE UNIVERSITY OF TOKYO
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CSi Center for Spatial Information Science % ;I?E k %

The University of Tokyo ( ’ THE UNIVERSITY OF TOKYO

Sample Authentication Output (KML)

ATH/P:15/8:1

Variable |[Value |
fuE__[5a0930]

¢

. Google Earth.
‘ﬂ} '\-.
Imagery Date: 1/10/2018  lat 35:625287° lon 139.791930° elevn 0m eyealt .1.92 km\
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CSiS s iormson s e RERE
POC Test Results Dynamic User, Car Driving

B 24/S:1 £ i | \ “:‘,: - ‘- X
s LRI SN S ATH/P:193/5:1
a QATH/P-2MS¢ : VAT EAS
o =
= % % ariable alue
: . X TIME 07:28:58
3 /S \ o] ) ] J
!8 i A : | ATH/P:28/S:2 PRN ID o3
— ; ATH/P:24/S:1 -
Variable |Value NOofSAT |3
| = LONGITUDE
AT R \ Variable  |[Value TIME 07:28:37
TIME 07:28:56 PRND 128 ==
eN D ha NOof SAT |[3 10DC
NOofSAT |5 LONGITUDE OB _Tim]
LONGITUDE LATITUDE DIST—I:["“] .
CATITUDE | STATUS |1
10DC DIST T[m] | Directions: To here - From here
DIST_T[m] |(1026.66 DIST Plm] [|3.41
pg A, ' DIST P[m] |[5.197 STATUS |2
STATUS 1 Darections: To here - From here

© 2016 ZENRIN

Directions: To here - From here

ATIH/P:21/Si
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