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Outline of the Lecture

* Module A: GNSS Signal Security

* Introduction to GNSS Vulnerabilities
* Interference
* Jamming
* Spoofing

 Module B: Spoofing and GNSS Signal Authentication
* Detail discussions on Spoofing
* Demonstration of Spoofing
e Anti-Spoofing Methods
* Demonstration of Anti-Spoofing Method

* Module C: Android GNSS Raw Data Processing
* Introduction
* Android Devices
* Data Logging Tools
* Data Processing Tools
* Data Processing Outputs
* Innovative and Challenging Applications
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Module — A
GNSS Signal Security
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Module — A : Contents

* Background Information
e GPS Signal Structure
* Correlation and Cross-Correlation

* Signal Power

* Types of Interferences

* Jamming Issues

* Interference affected IF data samples
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Introduction

 What is GNSS Signal Security?

* This is about keeping the signals free from vulnerabilities like Jamming,
Interference and Spoofing.

* There are many guidelines, regulations, policies, laws related with Jamming
and Interference

e But, very little on Spoofing.
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Background Information : GPS Signal Structure
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Background Information : Characteristics of PRN Code
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Auto-correlation: Only four values 1023, 1, 63 or 65 (Ideal case) Cross-correlation: Only three values 1, 63 or 65 (Ideal Case)

« PRN codes are very uniquely designed. * Maximum Cross-correlation Value is -23dB.
e GPS and other GNSS use CDMA * If any signal above this power enters a GPS receiver, it will
* One PRN code is assigned to one satellite. totally block all GPS signals.
* In case of GPS, PRN code is 1023 bits long. * If longer PRN code is used, receiver becomes more
« GLONASS is different. It uses FDMA. The same code for resistive to Jamming signal
all satellites but different frequencies. * But, signal processing is more complex

* Some new signals of GLONASS also uses CDMA signals
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GPS Signal Power: How Strong or How Weak?

e GPS satellites are about 22,000km

away
* Transmit power is about 30W 30Watt%
* This power when received at the %
receiver is reduced by 10 times. NS
* The power reduces by 1/(distance)? %

* This is similar to seeing a 30W bulb
22,000Km far away

* GPS signals in the receiver is about
1016 Watt, which is below the °

thermal noise 10-16 Watt ‘
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GPS Signal Power: How Strong or How Weak?

* GPS Signal Power at Receiver
e -130dBm or -160dBW

* Thermal Noise Power

* Defined by kT_.B, where
e K=1.380658e-23JK1, Boltzman Constant

* T4 =362.95, for Room temperature in Kelvin at 290
» Teff is effective Temperature based on Frii’s formula

* B=2.046MHz, Signal bandwidth
* Thermal Noise Power = -110dBm for 2MHz bandwidth

* If Bandwidth is narrow, 50Hz
* Noise Power =-156dBm
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GPS Signal Power '

Noise Power GPS Signal Power Spectrum
Any Signal below this !
noise level can’tbe = -110
measured in a 5

| | | |
Thermal Noise Level

Spectrum Analyzer -120
GPS Signal Power at —» - 137
Antenna =
Z
(N
T 140
Mobile phone, WiFi, =
BT etc have power -
level above -110dBm, ]
much higher than GPS
Signal Power 170
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Above Noise

Below Noise

A

Power of GPS vs. Other Signals

Signal Type
Watt
Mobile Phone 1W
Handset TX Power *
Power at Mobile
Phone Handset* HODtEEN
Thermal Noise 79e-16W

dBW
0dBW

-40dBW

-115dBW

-137dBW

-141dBW

-160dBW

Power (based on calculations, not measured)

dBm
30dBm

-70dBm

-85dBm

-107dBm

-111dBm

-130dBm

* * Actual power values will differ. These are just for comparison purpose
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» ** GPS Signals are hidden under the noise. Thus, it can’t be measured directly

Dinesh Manandhar, The Univergitysind alStse deriamm A#iAI9sB@iis.u-tokyo.ac.jp

Slide : 12


mailto:dinesh@iis.u-tokyo.ac.jp

CSI S:therforSpatlalInformatlunS{:lence . o ﬁﬁﬁﬁﬁi
Consequences of Different Power Levels

* The large power difference between GNSS and other signal levels
make GNSS receivers comparatively more susceptible to
interference

* Mobile network devices are able to raise power levels to cope with
obstructions and poor radio environments.

* But, GNSS signal power levels are fixed

* If GNSS signals shared frequencies with mobile systems, they would
be swamped by interference

* GNSS reception would not be possible

Source: UN-Nepal GNSS Workshop, IDM Session
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Types of Interference

Self-Interference

* Interference from GPS like signals
* Interference from Pseudolites or GPS like signals to GPS (same frequency and similar signals)
* See Characteristics of PRN Code Slide

In-band Interference

« Different frequency but within the bandwidth of GNSS signals

* E.g. GPS L1C/A signal bandwidth is +/- 10MHz. Any signal with frequency within 1565MHz — 1585MHz may have in-band
interference.

Out-Of-Band Emission (OOBE)

 Different frequency outside of the bandwidth of GNSS signals

* E.g. GPS L1C/A signal bandwidth is +/- 10MHz. Even if a signal is outside of 1565MHz — 1585MHz range, the signal may still
interfere GNSS signal due to spurious or harmonics that’s falling within the GNSS signal’s frequency bandwidth

Spurious emission
* Harmonic vs Intermodulation Products

Adjacent band interference
 Signals that have frequency near the GNSS signal’s frequency bandwidth

Source: UN-Nepal GNSS Workshop, IDM Session
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In-Band Interference from GPS like Signals

* Interference from GPS like Signals

* Pseudolites, GPS Signal Generators
* |t causes interference unless the transmit power is limited within the
allowed level

* In Japan, allowed maximum power level for license free weak signal is -
64dBm at the antenna (EIRP) at 1575 Mhz.

* |f a Pseudolite transmit power at antenna is -64dBm
* It will completely affect all GPS receivers within 3-5m
* It will affect the C/No value of GPS receiver within 10m

* This is just theoretical guideline, Actual values differs a lot depending upon location,

signal type etc

* Values calculated from [Rx = Tx-a1-20*log10(d)] where, Rx is received power at distance d, Tx
is transmit power, al = 36dB attenuation in one meter for GPS L1 frequency.
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In-Band CW Interference

Interference free signal
IF Signal from a software receiver front-end Power Spectrum of GPS IF Data
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CW interference within the 2NMHz BW of GPS Signal
Power Spectrum of GPS IF Data with CVW Interference
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Out-Of-Band Emission (OOBE)

e Out-of-band emission is an emission on a frequency or frequencies immediately
outside the necessary bandwidth which results from the modulation process,
but excludes spurious emissions

* |t raises the noise floor of the GNSS receivers and the Carrier signal-to-Noise
ratio (CNR) is reduced, impacting GNSS receiver performance

Emission in the
necessary band

GNSS Band

OOBE

Source: UN-Nepal GNSS Workshop, IDM Session
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Spurious Emission

* Spurious emission is an emission not deliberately created or
transmitted on a frequency or frequencies which are outside the
necessary bandwidth

 Examples include harmonic emissions and intermodulation products

Source: III\I I\Innal f‘I\ICC \Alnvll I-\nn Inl\ll Cnecinn

PTUATCTS ToOTOTT
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Harmonic Emission

* N-th harmonics for a signal whose fundamental frequency is f, has a
frequency N*f

* Generally not a significant interference mechanism

Center frequency
787 71 MHz Center frequency
. 1575.42 MHz

1 p—

| - ‘--

1 S

l/ -.._-
1 —

“

2nd harmonic — doubles  — *
the nominal bandwidth

Source: UN-Nepal GNSS Workshop, IDM Session
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Intermodulation Emission

* Intermodulation products is caused by amplitude modulation of signals
containing two or more difference frequencies, caused by non-linearities in the
front end of a GNSS receiver

* Intermodulation products can end up in the GNSS band and desensitize a GNSS
receiver frontend

e Example: 3rd Intermodulation products from an adjacent band signal plan

Center frequency
f1 f2 1575.42 MHz

CA-A- TTOITOTT

Source: UN-NenalGNSS Woarkshon IDM-Secsion
FEeUN-NEPI-GN-WOFKSROP; 1V
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Adjacent Band Interference

* Applicable in cases when high powered “terrestrial” service is planned adjacent
to the quiet “satellite” bands to create overload

* The frontend of the receiver is compressed or overloaded

* Front-end filtering can help reduce this effect which can be difficult with high
power adjacent band source

Center frequency
| 1575.42 MHz

T

Source: UN-Nepal GNSS Workshop, IDM Session
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Many handy type GPS Jammers exists.
They will jam not only your GPS but many others in the vicinity of few kilometers

Thousands using GPS jammers on UK roads
pose risks, say experts : The Guardian

_\,,,/
P

https://www.theguardian.com/technology/2013/feb/13/gps-
jammers-uk-roads-risks l

https://www.jammer-store.com/gp5000-car-use-gps-jammer-blocker.ntml#

Dinesh Manandhar, The University of Tokyo, Japan, dinesh@iis.u-tokyo.ac.jp Slide : 22



mailto:dinesh@iis.u-tokyo.ac.jp
https://www.theguardian.com/technology/2013/feb/13/gps-jammers-uk-roads-risks

s = Center for Spatial Information Science
I The University of Tokyo

Jammers are illegal in the USA

and many other countries

Major Enforcement Actions

May 2016: FCC imposed a fine of $34,912,500 to a
Chinese electronics manufacturer and online retailer for
marketing 285 models of signal jamming devices to U.S.
customers for more than two years.

LEARN MORE (PDF) "

AND MORE (PDF) "

August 2013: FCC proposed a fine of nearly $32,000 for
an individual whose illegal use of a GPS jamming device
on the highway outside Newark Airport interfered with an
aviation safety system in 2012.

LEARN MORE (PDF) "

April 2013: FCC fined two companies for using illegal
signal jammers at their worksites. The fines were set at
$144,000 and $125,000, respectively.

LEARN MORE AT FCC.GOV "

AND MORE =

October 2012: FCC announced enforcement actions
against individuals selling signal jamming devices on |
craigslist.org, warning that the Bureau intends to impose
substantial monetary penalties for similar violations
going forward.

LEARN MORE AT FCC.GOV "

October 2011: FCC announced it had issued 20
enforcement actions against online retailers in 12 states
for illegally marketing more than 200 uniquely-described
models of jamming devices.

LEARN MORE AT FCC.GOV "

S

This Is A
“No Cell Phg

LES

— e

JAMMING CELL PHONES AND GPS
EQUIPMENT IS AGAINST THE LAW!

In recent years, the number of websites offering “cell jammers” or similar devices designed to block
communications and create a “quiet zone” in vehicles, schools, theaters, restaurants, and other places has
increased substantially. While these devices are marketed under different names, such as signal blockers,
GPS jammers, or text stoppers, they have the same purpose. We remind and warn consumers that it is a
violation of federal law to use a cell jammer or similar devices that intentionally block, jam, or interfere
with authorized radio communications such as cell phones, police radar, GPS, and Wi-Fi. Despite some
marketers’ claims, consumers cannot legally use jammers within the United States, nor can retailers
lawfully sell them.

Why are jammers prohibited? Use of jamming devices can place you or other people in danger. For
instance, jammers can prevent 9-1-1 and other emergency calls from getting through or interfere with
law enforcement communications (ambulance, fire, police, etc). In order to protect the public and ensure
access to emergency and other communications services, wi’thout interference, the FCC strictly prohibits
the use, marketing, manufacture, and sale of jammers.

What happens if you use a jammer? Operation of a jammer in the United States is illegal and may
subject you to substantial monetary penalties, seizure of the unlawful equipment, and criminal sanctions
including imprisonment.

Want to file a complaint or need more information? To file a complaint alerting the FCC’s
Enforcement Bureau to illegal cell, GPS, or other jamming devices, please visit www.fcc.gov/complaints or
call 1-888-CALL-FCC. Additional information about jammer enforcement is available at www.fcc.gov/eb/
jammerenforcement or by emailing the Enforcement Bureau at jammerinfo@fcc.gov.

Issued by the Enforcement Bureau of the Federal Communications Commission

H 5K
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Impact on Signal Processing due to Noise or Interference Signal

Presence of high level noise

This requires longer integration of data

More processing power

Presence of noise

Very small noise
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Interference Control Mechanism

* Allocation
* Frequency separation of stations of different services

* Regulatory Protection
* Not to cause harmful interference or claim protection

* Power Limits
* PFD to protect Terrestrial services

* EIRP to protect Space services
* EPFD to protect GSO from NGSO

* Coordination
* Between administrations to ensure interference-free operations conditions

Source: Hon Fai Ng, RNSS & ITU Radio Regulations, ITU, 11t ICG Meeting, 2016, Sochi
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Maximum Field Intensity at 3m Distance from Antenna

for Operation of License Free Weak Signals in Japan
Electric Field Intensity

[pV/m] MNo license required
1000E 500 uV/m
- 500 puV/m
100 E
B 150 GHz
10 =
= 322MHz 10GHz
1 connmd ool 3 vl e ol v ol ol

10kHz 100 1MHz 10 100 1GHz 10 100 1THz
Frequency

Maximum Field Intensity of RF signal at 3m for License Free operation in Japan
For GPS, it is 35micro-volt/m at 3m from antenna. This corresponds to about -64dBm EIRP at antenna
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Received Power, dBm

GPS Signal Power /

at the Receiver

Received Power vs. Distance, Power Loss = 10’*log10(d)k

k = 2 for Free Space, Loss @1m = -30dB for 1.5GHz Signal
BT | Y ! TR v

(% Expected Distanceofthe | 7573734 4B EIRP and -64dBm at 1m
Target from the Spoofer
-70 + I —6— Tx: -64dBm EIRP and -94dBm at 1m| -
| |
-80 .
Signal Power @ -64dBm EIRP, Allowed Power Level
" or Extremely Low Power Transmitterin Japan
-90 B
Q
-100 -100dBm Power level
<« Required to
attack a GPS
-110 -110dBm receiver
-20-kr-—-—---—------++-—€4-—————=—-——- - 120dBm -
Minimum Power
-130 = = -130dBm - ' required
-—— ] to Keep Track of
Spoof Signal
140
10° 10°

Distance,m
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Guidance on ITU-R Recommendations
RNSS systems/networks operating in 1164 — 1215, 1215 - 1300, 1559 — 1610, 5000 - 5010, 5010 — 5030 MHz (Rec. ITU-R M.1901-1)
Transmitting RNSS Space Station
Description & technical characteristics of
GLONASS, GPS, GALILEO, COMPASS,
QZSS, IRNSS, etc.
1164 - 1215, 1215 - 1300, 1559 - 1610
Inter-system Interference MHz (Rec. ITU-R M.1787-2)
Coordination methodology for AT
1164 - 1215, 1215 - 1300, % ________________ > / \
1559 - 1610, 5010 — 5030 MHz \ WV
(Rec. ITU-R M.1831-1) /|| Protection of ARNS 4 Receiving RNSS Space
Interference evaluation method ) : : from all RNSS in 1164 — ,’ Station
Pulsed interference: \ /111215 MHz - Assessing ,/ Characteristics & protection criteria
1164 — 1215, 1215 - 1300, 1559 — 1610 : )/ : : Max EPFD (Rec. ITU-R ) for interference analysis
MHz (Rec. ITU-R M.2030) I ’ o M.1642-2) and protection / Space-to-space
Continuous interference: : 7 11 criteria (Rec. ITU-R ,' 1164 - 1215, 1215 - 1300, 1559 —
1164 - 1215, 1215 - 1300, 1559 — 1610 ] )/ 11 M.1639-1) /) 1610 MHz (Rec. ITU-R M.1904)
MHz (Rec. ITU-R M. 1318-1) : I' :* II Earth-to-space
RNSS Receivers or Earth Stations | 5 hﬂf“ /) &0?8665;) U0 lelre (e, T
Characteristics & protection criteria for : . DME/TACAN N ' )
interference analysis : / ¢ K RNSS vs ARNSIRL§ . .
1164 — 1215 MHz (Rec. ITU-R M.1905) vt / Computation of separation distance in
1215 - 1300 MHz (Rec. ITU-R M.1902) Wy » - ) 1300 - 1350 MHz (Rec. ITU-R M.1584)
1559 — 1610 MHz (Rec. ITU-R M.1903) \‘A/’ m\ oo N~ - Coordination distance in 5000 - 5010
5010 - 5030 MHz (Rec. ITU-R M.2031-1) | )N | N MHz (Rec. ITU-R M.1582)

ITU RNSS Documents -

RNSS vs RA

Interference calculation NGSO RNSS vs RA (Rec. ITU-R M.1583-1)

Please refer ITU documents for details on regulations related with GNSS signals

H 5K

THE UNIVERSITY OF TOKYO

Dinesh Manandhar, The UnivSourgeifHoh\Fai NgaRNS5 8s i@ iRaditoRegulatiions, ITU, 11t ICG Meeting, 2016, Sochi
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Csi

Center for Spatial Information Science

The University of Tokyo

GNSS Signal with Interference Noise

IF Data Samples

GNSS
Antenna

N

Interference
Noise

GNSS
Receiver

\ 4

ATT

S

H 5K

THE UNIVERSITY OF TOKYO

Dinesh Manandhar, The University of Tokyo, Japan, dinesh@iis.u-tokyo.ac.jp
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Csi

Center for Spatial Information Science
The University of Tokyo

AGC and Sky Plot

Normal GNSS Signal, No Interference Signal Present

I I

Source Antenna Interference
Signal
IF 1584 Not Present
Frequency
Int. ATT
Ext. ATT
System GNSS
Signal Multi
Type GNSS L1
L2, L5

o 4

H 5K °F

THE UNIVERSITY OF TOKYO

. Sep-T.serial - AGC Table - 5/N 3024662

View Help

FrontEnd 0 FrontEnd 1 FrontEnd 2 FrontEnd 3 FrontEnd 4 FrontEnd 5 FrontEnd é

Antenna MAIN MAIN MAIN MAIN MAIN MAIN
Gain (dB) 47 51 49 43 42 41
Sample Variance 89 98 96 100 96 104
Blanking (%) 0 ] 0 0 0 0

Front End Code [Si:=100/= GLOL1 _ L5/E5a E5b/B2 GPSL2 GLOL2

MAIN

42

102

@ Sep-1.serial - Sky Plot - S/N 3024662 =

View Local Horizon Help

GPS [v] GLONASS [+] Galileo [/] BeiDou [] SBAS [«] Qz5s [] IRNSS

| Juozl , f+ , yAR
| ! -~ / % T I
I \ E04 rns” \f’r*--—-—-}‘x_/ iy GUEJ / / .I
GSAT-10, GAGAN -i.CZ? i] AN 4 ! { !
m A

A i

L m . \ N / Rpo
‘+ e "603 S 7 Lo Eﬂ J E"
. CL06SAT-2, MSApd -/ Eg
Y -, "'—-__I_h — -.!: ) Ve "_, S
2400 %, g /1200

Tracking Mask: 5° PVT Mask: 5°

Dinesh Manandhar, The University of Tokyo, Japan, dinesh@iis.u-tokyo.ac.jp
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- Centgr fc_:r Spatial Information Science . % ;EL'; j( %
Csis s Raw Sample IF Signal, Center Frequency: 1584MHz  F wriwmsiomo

Normal GNSS Signal, No Interference Signal Present

ﬁ Sep-1.serial - Spectrum View - S/N 3024662 = O X

View History Help

@ Spectrum @ Raw Samples @ Samples Histogram

Source Antenna Interference
Signal
IF 1584 Not Present
Frequency
Int. ATT iy
o
S
Ext. ATT o
%
System GNSS ;
Signal Multi o
Type GNSS L1 =
L2, L5 -
> EJ-
T T T T e T e
) 10 15 20 25 30
Time (psec)
14.1, 158 Samples: 15 Mean |: -1.15 Mean Q:-0.19 RMS I: 5.17 RMS Q:4.93

Dinesh Manandhar, The University of Tokyo, Japan, dinesh@iis.u-tokyo.ac.jp Slide : 31
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- Cente_r f:?r Spatial Information Science . % ;'?{‘ k %
Csis = Power Spectrum of IF Signal, Center Frequency: 1584MHZF s

Normal GNSS Signal, No Interference Signal Present

EH Sep-1l.serial - Spectrum View - S/N 3024662 - O >

View History Help

Source Antenna Interference @ Spectrum @ Raw Samples @ Samples Histogram
Signal By
IF 1584 Not Present ]
Frequency o]
Int. ATT o .-
Ext. ATT g4
System GNSS g 3
Y £ L1 Band
Signal Multi . 1575.42MHz
Type GNSS L1 -
L2, L5 10— IF Center Frequency *
. 1584MHz
+
r -~ + + -~ 1+ + + =+ [ v ‘v v T [ T T T T [ T T T T [ 1
1,560 1,570 1,580 1,590 1,600 1,610
Frequency (MHz)
1,575.3,58.8 Samples: 15 Mean I: -1.19 Mean Q; -0.22 RMSI:5.17 RMS Q 4.97

Dinesh Manandhar, The University of Tokyo, Japan, dinesh@iis.u-tokyo.ac.jp Slide : 32
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Csi

I I

Center f:}r Spatial Information Science

H 5K

e Histogram of IF Signal, Center Frequency: 1584MHz < mrvwwisivoms
Normal GNSS Signal, No Interference Signal Present

Source Antenna
IF 1584
Frequency
Int. ATT
Ext. ATT
System GNSS
Signal Multi
Type GNSS L1

L2, L5

Interference
Signal

Not Present

ﬁ Sep-1l.serial - Spectrum View - 5/N 3024662
View History Help
I"ﬁﬂ }{ # E @‘r?

@ Spectrum @ Raw Samples @ Samples Histogram
6000
2300
[l
o
5000 & 0
[Ce]
L =
4500 o~
]
4000 ol
a (D]
3500 %
.
2 3000 &
g i ﬁ
E’ 2500 ol
£ 5000 D
M =
1500 o
o
1000 r
2 ™o
o [
500 -l M
NE g I|9@:
0 DHNLnE_. - ===
(o] (%] eI T ol o T o T~ o I I o v o T [ o o o Y I
f\Jf\Jr:lr\lTT'T' 'T"'" L B B B B B R

I Samples Histogram

Continuous averaging MAIN 1.584GHz =~ |Iand Q

Rrequency

- | Normalize  Stop

6000
2500
2000
4500
4000
3500
3000
2500
2000
1500
1000
500

220
240

2 I 4133
4 I 5152

6 I 2083

o I 1057
10 B 438

12 197
14 1 &0

16 12

-10 I 542
-5 I 1562
-6 I 2587

-14 B 111
-12 Bl 301

=26 |0
=24 |0
=22 (1
=20 | 3
-18 | 4
-16 1 45
18 5
201

Q Samples Histogram

Samples: 15 Mean I: -1.13 Mean Q: -0.16 RMS I: 517 RMS (: 4.91

Dinesh Manandhar, The University of Tokyo, Japan, dinesh@iis.u-tokyo.ac.jp
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Center for Spatial Information Science
The University of Tokyo

Csi

AGC and Sky Plot

Normal GNSS Signal and Interference Signal

I N S T

o 4

H 5K °F

THE UNIVERSITY OF TOKYO

@ sep-1.serial - Sky Plot - S/N 3024662

Source Antenna Interference View Local Horizon Help
. GPs [ ] GLONASS [ ] Galileo [_] BeiDou [ ] SBAS [ | 9SS [ | IRNSS
Signal

IF Frequency 1584 1575.42

Int. ATT 10

Ext. ATT 30

System GNSS GPS

Signal Type Multi GNSS L1 Only

L1L2, L5 Wl
BB sep-1.serial - AGC Table - S/N 3024662 - O *
View Help
FrontEnd 0 FrontEnd 1 FrontEnd 2 FrontEnd 3 FrontEnd 4 FrontEnd 5 FrontEnd 6

Front End Code GPSL1/E1 GLOL1 B1 L5/E5a E5b/B2 GPSL2 GLOL2
Antenna MAIN MAIN MAIN MAIN MAIN MAIN MAIN
Gain (dB) 44 50 47 41 41 39 41
Sample Variance 100 98 102 100 100 93 98 s
Blanking (%) 0 0 0 0 0 0 0

Tracking Mask: 5° PVT Mask: 5°

Dinesh Manandhar, The University of Tokyo, Japan, dinesh@iis.u-tokyo.ac.jp
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Csis

E Sep-1.serial - Spectrum View - S/N 3024662 = O X
View History Help
R | X o B o s e e
r L S;;ectrum .TZ:W Samp[es @ Samples Histogram 7 7
Source Antenna Interference
Signal i
IF 1584 1575.42 j l l
Frequency -
Int. ATT 10 g ] ¥
Ext. ATT 30 3 0
&
System GNSS GPS ﬁ‘
Signal Multi L1 Only Xl I
e ol V]
Type GNSS L1 )
)
L2, L5 s
> FIEIEE
I T T T T I T T T T I T T T T I I I T T
5 10 15 20 25 30
Time (psec)
Samples: 15 Meanl:-1.14 Mean Q:-0.18 RMS: 641 RMS Q: 6.24 :

Center for Spatial Information Science

~e==r Raw Sample |F Signal, Center Frequency: 1584MHz

THE UNIVERSITY OF TOKYO

Normal GNSS Signal and Interference Signal

Dinesh Manandhar, The University of Tokyo, Japan, dinesh@iis.u-tokyo.ac.jp
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( :Sis Center for Spatial Information Science

~Power Spectrum of |IF Signal, Center Frequency: 1584MHz¥

Normal GNSS Signal and Interference Signal

H 5K

THE UNIVERSITY OF TOKYO

% Sep-1.serial - Spectrum View - 5/N 3024662
View History Help

Source

IF
Frequency

Int. ATT
Ext. ATT
System

Signal
Type

Antenna

1584

GNSS

Multi
GNSS L1
L2, L5

Interference @ Spectrum @ Raw Samples @ Samples Histogram
Signal B
1575.42 ]
70—
10 ED—E
50
30 g
40—
GPS g
&€ 0 L1 Band
L1 Only 1575.42MHz
20
i S
10 IF Center Frequency -
1584MHz :
+
1,5|sn S 1,5I?n S 1,5|su - 1,5|90 S 1,s|un | 1,6|10 |

Frequency (MHz)

1,5754, 69.5

Samples: 15 Mean|: -1.12 Mean & -0.22 RMS: 572 RMS Q: 5.54

Dinesh Manandhar, The University of Tokyo, Japan, dinesh@iis.u-tokyo.ac.jp
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Csi

I I

Center for Spatial Information Science

~=== Histogram of IF Signal, Center Frequency: 1584MHz ¥

Source Antenna
IF 1584
Frequency
Int. ATT
Ext. ATT
System GNSS
Signal Multi
Type GNSS L1

L2, L5

H 5K

THE UNIVERSITY OF TOKYO

Normal GNSS Signal and Interference Signal

Interference
Signal

1575.42

10
30
GPS

L1 Only

ﬁ Sep-1l.serial - Spectrum View - 5/N 3024662

View History

kT4
AR

@ Spectrum

6000
5500
5000
4500
4000
3500
3000
2500

Rrequency

2000

1500

1000

500
a

=24 |0

=222

Help

Y B &

@ Raw Samples

=20 | 18
=18 |27
-16 1 85

Continuous averaging MAIN 1.584GHz = Iand Q

@ Samples Histogram

18 2
201
220

) . 435
2 I, 5557

4 I 2479

6 I 1602

5 I 511

10 BN 387

120141

14166
16 18

-4 I 4056
-2 N 4657

-14 I 256
-12 I 708
-10 N 1555
-5 | =243
-6 I 3175

I Samples Histogram

Rrequency

* | Normalize

6000
5500
5000
4500
4000
3500
3000
2500
2000
1500
1000

500

— O X
Stop
&
2in
T
T W @
— (=)
[=] c
[¥u)
M
[e)
e
[=)
=+ M
=~
[e)
(]
]
&
e il
=~
~—
-
z
R —
[+
=z
9 N g
o 05 ﬁmm
Dmhv—'f-l .EEWDD
[/ I e w T w T o o L o VI T o I s T = L o o |
T AR
Q Samples Histogram
Samples: 15 Mean I: -1.19 Mean Q: -0.20 RMS I: 535 RMS Q: 5.15

Dinesh Manandhar, The University of Tokyo, Japan, dinesh@iis.u-tokyo.ac.jp
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Csi

Normal GNSS Signal and Strong Interference Signal
I R

Source

IF Frequency
Int. ATT

Ext. ATT
System

Signal Type

Center for Spatial Information Science
The University of Tokyo

Antenna

1584

GNSS

Multi GNSS
L1 L2, L5

AGC and Sky Plot

H 5K

(; ’ THE UNIVERSITY OF TOKYO

@) Sep-1.serial - Sky Plot - S/N 3024662

View Local Horizon Help
Interference

Signal
1575.42

10
10
GPS

L1 Only

. Sep-l.serial - AGC Table - 5/M 3024662

View Help

Front End Code
Antenna

Gain (dB)
Sample Variance

Blanking (%)

Front End 0 Front End 1

FrontEnd 2 FrontEnd 3

FrontEnd 4 FrontEnd 5 FrontEnd &

GPS [ ] GLONASS [ ] Galileo [ ] BeiDou [ ] 5BAS [ ] QZss [ ] IRNSS

GPSL1/E1 GLOL1
MAIN MAIN
23 49
100 102

0 0

B1 L5/E5a
MAIN MAIN
28 40

104 100

0 0

E5b/B2 GPSL2 GLOL2
MAIN MAIN MAIN
40 39 41

93 96 100

0 0 0

Tracking Mask: 5° PVT Mask: 5°

Dinesh Manandhar, The University of Tokyo, Japan, dinesh@iis.u-tokyo.ac.jp
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Csis

| | §

Center for Spatial Information Science

e Raw Sample IF Signal, Center Frequency: 1584MHz

Source Antenna
IF 1584
Frequency
Int. ATT
Ext. ATT
System GNSS
Signal Multi
Type GNSS L1

L2, L5

Normal GNSS Signal and Strong Interference Signal

H 5K °F

THE UNIVERSITY OF TOKYO

E Sep-1.serial - Spectrum View - S/N 3024662

View History Help

b4
AR

¥ B € | continuous averaging [15 [$]MAI 1.584GHz ~|[1andQ  +| Stop

RECHIEIENEE (| @ spocmm | @ RawSamples | '@ Samples Histoorom
Signal .
1575.42 oo Jf ~ ’ ‘ ”'1 I‘ ‘ : ‘
i 1 i
10 £ 5 H’Hl ”’w | | \ ’ ‘ ’ ' _ ||‘ |
— % llpuq H M | il l H"H" \M H\‘ \ 'H ]I ; |
GPS % 1 i ”
11 0nly “ 'y ”w‘ H », Al 1]‘1 " !

_

Time (psec)

Samples: 15 Mean |:-1.09 Mean Q: -0.27 RMS I: 5491 RMS Q: 54.13

Dinesh Manandhar, The University of Tokyo, Japan, dinesh@iis.u-tokyo.ac.jp
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Center for Spatial Information Science

Csis

~Power Spectrum of |IF Signal, Center Frequency: 1584MHz¥

H 5K

THE UNIVERSITY OF TOKYO

Normal GNSS Signal and Strong Interference Signal

View History Help

DT ¢ 3K v @ 0 s e s Sl ission -

ﬁ Sep-1.serial - Spectrum View - 5/N 3024662

Stop

Source Antenna Interference ® Spectrum | @ Raw Samples | @ Samples Histogram
Signal
IF 1584 1575.42 100-
Frequency ﬂ
Int. ATT 10 80
i ‘,( Lbl
Ext. ATT 10 _ [
ﬁ GD—_ ' i
System GNSS GPS : MMMM . :*Wmmwm
~ 4] an ot
Signal Multi L1 Only ) 1575.42MHz
Type GNSS L1 j
L2, L5 207 +
IF Center Frequency 3
1584MHz IEEE
| | | ! ! ! ! | ! | |
1,560 1,570 1,580 1,590 1,600 1,610

1,5754,92.6

Frequency (MHz)

Samples: 15 Mean I: -1.17 Mean : -0.29 RMS [: 5421 RMS Q: 53.37
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Csi

I I

Source

IF
Frequency

Int. ATT
Ext. ATT
System

Signal
Type

Antenna

1584

GNSS

Multi
GNSS L1
L2, L5

Center for Spatial Information Science

e Histogram of IF Signal, Center Frequency: 1584MHz

H 5K

(; ’ THE UNIVERSITY OF TOKYO

Normal GNSS Signal and Strong Interference Signal

Interference
Signal

1575.42

10
10
GPS

L1 Only

ﬁ Sep-1.serial - Spectrum View - 5/N 3024662

View History Help

me W
AR

¥ B W

@ Spectrum

3000

2500

2000

1500

Rrequency

1000

=120

@ Raw Samples @ Samples Histogram

10 I 2193
20 I 1915
S0 179

40 I 1535

50 I 1276

60 I 1068

70 I 593

S0 I 695

90 DN 475

100 DN 385

-90 I 719

-80 I 903

-70 N 1107

-50 | 1562

-50 I 1519

-40 I 1752

=30 | 1976

=20 | 2015

= L0 | = 150)
0 I 20199

110 I 259
120 D 517

=120

L
=
=)
4
BN C55
-110 DN 552
=100 DN S60

1 Samples Histogram

Continuous averaging MAIN 1.584GHz ~ | Iand Q

Requency

| Mormalize — Stop

3000
2500 q.B
e ™ TR
mHNﬂ
IR B
G o &
- — L0
o fra]
2000 2 g
0 = 9
wo LN 0
& =i
1300 — [
— o
2 2
— —
~ &
1000 M [l
o0
=]
& @
i 2 mﬂ
oy 2 1 o
0 @ 00 Sog
NNII Imf‘J
00000 O0OO0O00o000000000000000g
AOCSTRRPNTAGT ~OMTMERROgAH
L I B B

Q Samples Histogram

Samples: 15 Mean I -1.07 Mean : -0.28 RMS I: 53.59 RMS Q: 52.75
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