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GNSS Signals

* GNSS (Global Navigation Satellite System) is an acronym

—)

DNAANERN

used to represent all navigation satellite systems such as

T e T

GPS USA Global

GLONASS Russia Global

Galileo Europe Global

BeiDou (BDS) China Global

QZSS (Michibiki) Japan Regional

NavIC India Regional

GPS and GLONASS have signals for civilian and military usage
¢ Military signals are encrypted and not available for civilian use
Galileo and BeiDou also have Open and Restricted Signals
All civilian signals are freely available
Technical information for civilian signals are made public
¢ Necessary to develop a receiver
¢ Its called ICD (Interface Control Document) or IS (Interface

Specification) Document
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77 Why GNSS Security is Important?
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Main Issues of GNSS Signal Security: Jamming, Interference and Spoofing (JIS)

Attack Method
Detection Possibility
Research and

Studies

Existing Solutions

Severity Impact

Intentional or Non-
Intentional

It can be detected

Many research and studies

conducted

Limited solutions exist
Not effective for mass-
market receiver systems

Severe impact to deliver a

service because the system

may not work

Non-availability of solutions

Intentional or Non-Intentional

Normally it can be detected
Sometimes, non-detectable

Many research and studies
conducted

Limited solutions exist
Not effective for mass-market
receiver systems

Severe impact to deliver
guality service if the system is
still working

Non-reliable solutions

We will focus this talk mostly on Spoofing Issues

Dinesh Manandhar, CSIS, The University of Tokyo, dinesh@csis.u-tokyo.ac.jp

Intentional

Difficult to detect

Limited research and
studies

Recently, QZSS and
Galileo are providing
solutions for Spoofing
detection

Severe and extremely
dangerous impacts
Spoofed solutions
available as true solution
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GPS Spoofing Poses Risk of Future Havoc
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GPS 'Spoofing' is No Joke: Dangers of GPS Data
Hacking Realized

GNSS spoofing will attain virus status, warns expert

— GPS World

Hacking Global Positioning System with GPS
‘Spoofing’ Can Lead To Fatalities
http://www.techworm.net/2016/11/gps-spoofing-

dangers-gps-data-hacking.html

Dangers of GPS spoofing and hacking for location
based services

Faking of GPS Data a growing and potentially
lethal danger — The Japan Times, FB

Dinesh Manandhar, CSIS, The University of Tokyo, dinesh@csis.u-tokyo.ac.jp

Slide : 6


http://gpsworld.com/spoofing-will-attain-virus-status-warns-expert/
http://www.techworm.net/2016/11/gps-spoofing-dangers-gps-data-hacking.html
http://www.techworm.net/2016/11/gps-spoofing-dangers-gps-data-hacking.html

C S i Center for Spatial Information Science

~ " Whatis GNSS Signal Spoofing?

 Falsify Location and Time Data as If True Data

TOKY

Tomorrow Never Dies

awaii?
A movie based on
GPS Signal Spoofing

GPS Watch

B L

- R
el TR
i

GPS Spoof Signal
Generator
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Link to “Tomorrow Never Dies” Movie Clips

Bing Videos . o , * Looks like an American encoder.
https://www.bing.com/videos/riverview/relatedvid . . . ; ;
e0?g=Tomorrow%20Never%20Dies%20Full%20Mo * They use it to control their navigation satellites, the
vie&mid=FB3A2EA6FBFDABC18121FB3A2EA6FBFD GPS SyStem.

ABC181218&ajaxhist=0
Watch at 1:44 — 2:05

* GPS systems do not lie. -

Bing Videos . : - : : -
https://www.bing.com/videos/riverview/relatedvideo?q=Tomorrow% BUt’ Qs Slngapore station pIC!(Ed e mysterlous Slgnal
20Never%20Dies%20Full%20Movie&mid=078335262EBCFOA5667207 on the GPS frequency at the time of the attack that sent

8335262EBCF0A56672&ajaxhist=0
Watch 0:00 — 0:40

our ship off the course
* Where exactly this mysterious GPS signal is coming from?

Bing Videos , o } ;
https://www.bing.com/videos/riverview/relatedvideo?q=Tomorrow%20N  *  |t’s the missing encoder. How did you get it?

ever%20Dies%20Full%20Movie&mid=8D882D503274AF6410298D882D5  Did Somebody use it to send the Shlp Off the-course?

03274AF641029&ajaxhist=0 - : . :
0:40 - 3:20 Kinda like putting a magnet beside a compass?

* Somebody tampered with your encoders

Dinesh Manandhar, CSIS, The University of Tokyo, dinesh@csis.u-tokyo.ac.jp Slide : 8
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GPS Interference and Jamming Information
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: Fiodi N Finnair cancels flights to Tartu,
i Estonia citing GPS interference

The Finnish airline said it would be halting flights to the city over May as
it developed an alternative approach method.
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Spoofing a Car Navigation System

CEIVED DY GNSS

‘Visiélb Satellites ‘

= .na[(l’ower

|
l
. |
|
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Mobile Phone Spoofing (Jakarta or Paris?)

semen x|

r’
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Spoofing Test at NTU
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Source: From the Filed Test of GNSS Signal Authentication for Users of High Precision GNSS Positioning by Nanyang Technological University in collaboration with

Singapore Land Authority, University of Glasgow, and The University of Tokyo
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Spoofing a GPS Watch
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" How to Detect Spoofing Attacks?

() (o) () ()

Hardware Level RF Level Signal Monitoring Signal Encryption

» P-Code Reference
> Multi Antenna » AGC Monitoring » RAIM or ARAIM » PRN Code Encryption
» Direction of Arrival »  RF Fingerprint » Signal Sanity Check » NAV Message Encryption
»  Multi-Correlator
. qefS
| > FWAW ece™® P
> Impact on Receiver Modification N\a(\ge‘ » FW/SW Modification
Hardware » Less Impact ~ N\ S A0S > No HW Modification
Har” ary AL oces?
Neces™ ol iona\ Pt
\
_\ﬂ-\m\,\m Code no \e*“\l 0 » No PVT Solution until
.. ¥nhe N\ ?\\(\ P Decryption
AP (o es C
LSRN A\
. ® \S 0’) > )(?, »  Fully Backward
P\)‘—C‘\' AUk N Compatible
o 200
. WO
» Possible to Implement on
Existing Signals
> Spoofing attacks may be identified but difficult to verify » Spoofing attacks can be detected and verified
»  Authentication is not posstble > Authentication is possible

Dinesh Manandhar, CSIS, The University of Tokyo, dinesh@csis.u-tokyo.ac.jp Slide : 14
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Current Status on Signal Authentication

» Authentication of
» QZSS Signals

» QZSS L1C/A&B (LNAV)

» QZSSL1C (CNAV-2)

» QZSS L5 (CNAV)

» GPS Signals

» GPS L1C/A (LNAV)

» GPSL1C (CNAV-2)

» GPS L5 (CNAV)

» GALILEO Signals

» Galileo E1b (I/NAV)

» Galileo E5a (F/NAV)
Navigation Data Authentication
Based on NMA, Digital Signature Verification
Operational since 15t April 2024

YV V

Authentication of OS E1b (I/NAV)

» Probably other signals in future
Navigation Data Authentication
Based on NMA using TESLA
Currently broadcasted as Test signal

Qzs GPS, Galileo
AR mEm QZSS SAS
— -
Navigation message including .0' %

signal authentication data Pl

*
4
*
*
0
*
*

*
*
*
*
*

Generate signal authentication data o
using private key ‘0'
B

4

private key

Verify navigation message
using public key
y

4

public key

Control station

Terminal (user)

https://qzss.go.jp/en/overview/services/sv14 sas.html

Dinesh Manandhar, CSIS, The Universiwmsfé{&féftﬁﬁ%gﬂt(@&ﬂﬂﬁ?&z\m%%jﬁ hp/ GaIiIeo_Open_Service_Navigation_Message_Authent'g:ﬁa&igr:\ 15
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QZSS Signal Authentication by QZSS

» NMA (Navigation Message Authentication) based Signal Authentication.
» Broadcast Digital Signature of QZSS Navigation Message using one of the Navigation Messages of the QZSS Signals

J
O
&
S
D A9
& &
SR
Authentication Data
Generator GNSS Receiver | Authenticated
(DS: Digital Signature etc.) Send Data to QZSS (User Device) Output Data

through QZSS MCS

Send Public
- Keyto Users >

Dinesh Manandhar, CSIS, The University of Tokyo, dinesh@csis.u-tokyo.ac.jp Slide : 16
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GPS and Galileo Signal Authentication by QZSS
» NMA (Navigation Message Authentication) based Signal Authentication.

» Broadcast Digital Signature of GPS and Galileo Navigation Message using QZSS L6E Signal.

Send Data to QZSS
through QZSS MCS

GNSS Monitoring
Stations

Authentication Data

Generator

(DS: Digital Signature etc.)

Send Public

Key to Users

GNSS Receiver
(User Device)

Dinesh Manandhar, CSIS, The University of Tokyo, dinesh@csis.u-tokyo.ac.jp

Authenticated
Output Data
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“"Tnteérnet-based Authentication System Architecture

DS Data

S >
= Public Key @ 5%5

Navigation Frarhe

Authentication Monitoring System Datg Bits User Device

Generate Digital
Signature (DS) Data

AMS : Authentication Monitoring Station
ADS : Authentication Database System Server
ACS : Authentication Control System

DS : Digital Signature

PUK : Public Key

PVK : Private Key

Dinesh Manandhar, CSIS, The University of Tokyo, dinesh@csis.u-tokyo.ac.jp Slide : 18
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B GNS3 Authentication, Versicn: 202405-R005 Build: 20240531

QZSS SAS.Jest...

Receiver: Septentrio PolaRx5 (L1/L2/L5/L6)

O

X

Lat: 3500304467  GPS Week: 2316 TTFE: -
Lon: 13093930050 GPSTOW: 485040  Active Time Od 1h 7m 35s 35ms Ri: NTRIP S&tellites: QZSS & GPS (L1C/A, L5), Galileo (E1b/E5a)
Eh 93.090 GAL Week: 1202 DX: OFF Authentication Signals: LNAV, CNAV, INAV, FNAV
Device ID: 0000 000000 GALTOW: 485035 E[Shc:rwAIISatelhteﬁ m [ ] Reset every 300 s Setup RX Setup DX Reset Stop
GPS Authenication Status GALILEQ Authenication Status Q755 Authentication Status Skyplot
5V MT  TOW AZ EL CND Status SV MT  TOW A7 EL CNO Status sV MT  TOW AZ EL CND Status oo
GP10 | LNAV | 485406 247 52 47 oK GAD2 | FNAV | 485430 208 19| 41 oK Q702 | LNAV | 485706 167 54 44 0K _ 3” ~ Az
GP10 | CNAV | 485406 247 52 47 oK GAD2 | INAV | 485425 208 19| 41 oK Q702 | CNAV 485886 167 54 44 oK CADE s _ 45:......
GP12 | LNAV | 485406 64 50 47 oK GAD3Z | FNAV 485430 321 55 45  OK QF03 | LNAV | 485706 187 5 35 oK a . EE 50° y
GP15 | LNAV | 485406 129 & 35 oK GAD3 | INAV | 485425 321 55 45  OK Q703 | CNAV 485886 187 5 35 oK . g 6‘% i B EFl.zd
GP19 | LNAV | 485406 34 0 23 oK GADS | FNAV 485430 90 64 46  OK Q704 | LNAV | 485706 202| 66 44 oK x L ‘e’ A
GP23 | LNAV | 485406 108 35 44 oK GADS | INAV | 485425 99 64 46 @ OK Q704 | CNAV 485886 202 66 44 oK m,.fp'éa ( '-I 'II i
GP23 | CNAV | 485406 108 35 44 oK GAD2 | FNAV 485430 308 7 | 35  OK QF07 | LNAV | 485706 201 46 38 oK A, \ | a ' _.I |
GP24 | LNAV | 485406 68 26 40 0K GADS | INAV 485425 308 7 35 @ OK QF07 | CNAV 485886 201 46 38 0K -I;ﬁt ""-.__GFW‘ i j}zﬁ
GP24 | CNAV | 485406 68 26 40 oK GAD9 | FNAV | 485430 12013 38  OK % . d 'E;AI:I‘;'
GP25 | LNAV | 485406 153 76 47 0K GAD9 | INAV | 485425 120 13 38  OK : J:i"s ?37 ;23”? e;:sn
GP25 | CNAV | 485406 153 76 47 oK GA13 | FNAV | 485430 315/ 0 | 35  OK . canz @ te— A
GP290 | LNAV | 485406 153 7 38 oK GA13 | INAV | 485425 315 0 35  OK = ﬁ .ﬁ;ﬁra_— e
GP32 | LNAV | 485406 320 52 48 oK GA15 | FNAV | 485430 267 2 | 37  OK B
GP32 | CNAV | 485406 320 52 48 oK GA15 | INAV | 485425 267 2 | 37 OK batellite Signal Details
GA24 | FNAV | 485430 53 |48 45  OK 44 4 26 14 38 36
GAZ4 | INAV | 485425 53 48 45 | OK IIII IIII II II I """"""""""""""""
cu2s | FNAV |asa30 177 68| 48 OK | OZ0EOEas OO OO O G P CACASACA S r:%;: 3
GA?5 | INAV | 485425 177 68 48  OK 40 35 85 39 4148 30 42 42 41 42 . 41 35 4 48 52 50
- - il
GA31 | INAV 485425 38 2 | 34 OK SEI 5B 5B 5B 5 DEDBDBDBDBDBDBDBDBDEDEDE DBDBDBDB DGL
221281301341 37143144 01 02 03 04 06 07 05 09 13 14 16 21 22 24 26 29 33 36 39 4 8 ‘80 &7 €5 €8 77 78 79 80

Recording File: CASAS-DATAVKASHIWANROOS,202405_31_22 51_07.csv

RX: 13957B/s, DX: 0B/s




B GMSS Authentication, Version: 202405-R005 Build: 20240531

QZSS SAp Test...

Lat: 3590305730 GPS Week: 2316 TTFE: - Receiver: F9P (L1/L5)+ D9C (L6D/L6E)
Lon: 13993931807 GPSTOW: 485946  Active Time 0d Oh 31m 37s 59ms Ri: NTRIPT UBatellites: QZSS & GPS (L1C/A, L5), Galileo (E1b/E5a)
Elv: 94917 GAL Week: 1292 DX NTRIP1 UAuthentication Signals: LNAV, CNAV, INAV, FNAV
Device ID: 0000000000 GALTOW: 485047 [ Show Al Satellites [] Reset every 300 s Setup R Setup D Reset || Stop
GPS Authenication Status GALILEO Authenication Status 0755 Authentication Status Skyplot
SV MT  TOW AZ EL CNO Status SV  MT TOW AZ EL CNO Status SV MT  TOW AZ EL CNO Status N
GP10 | LNAV | 485406 247 52 46  OK GAO2 = FNAV | 485430 208/ 19 40  OK QZ02 | LNAV | 485706 167 54 | 44 | OK et A
GP10 | CNAV | 485406 247 52 46  OK GAOZ INAV | 485425 208 19 40  OK Q702 | CNAV 485886 167 54 44  OK - § i el
GP12 | LNAV 485406 64 59 47  OK GAO3 FNAV | 485430 321 55 44 OK QZ03 | LNAV | 485706 187 5 | 35  OK Gﬁg [so-
GP15 | LNAV 485406 129 6 36  OK GAO3 INAV | 485425 321 55 44 OK Q703 | CNAV 485886 187 5 | 35  OK _ _ °g’  ora
GP19 | LNAV 485406 32 0 21 | OK GAO5 FNAV | 485430 99 64 45  OK Q704 | LNAV | 485706 202 66 44 & OK [ = o
GP23 | LNAV | 485406 198 35 44  OK GAOS INAV | 485425 99 64 45  OK QZo4 | CNAV | 485886 202 66 44  OK mmfpizs [ o) e
GP23 | CNAV | 485406 19835 44 | OK GAOS = FNAV | 485430 308 7 36  OK QZ07 | LNAV | 485706 201 46 38 | OK o | o) oM '
GP24 | LNAV 485406 67 26 40  OK GAO8 INAV | 485425 308 7 36  OK QZO7T | CNAV 485886 201 46 38  OK A .. . :
GP24 | CNAV 485406 67 26 40 @ OK GAO9 | FNAV | 485430 120/ 13 37 @ OK ﬁmn_z_ spﬁﬂg
GP25 | LNAV 485406 153 76 A7  OK GAOS INAV | 485425 120 13 37  OK azo7 o GEE
GP25 | CNAV | 485406 153/ 76 47 | OK GA13 | FNAV | 485430 314 0 20 OK aﬁz._gg_ e e
GP29 | LNAV 485406 153 7 37 OK GA13  INAV | 485425 314 0 20 OK Qé_s ' ®
GP32 | LNAV | 485406 320 52 47 | OK GA15 FENAV | 485430 267 2 36  OK N
GP32 | CNAV | 485406 320 52 47  OK GA1S INAV | 485425 267 2 36  OK satellite Signal Details
GA24 FNAV | 485430 53 40 44 0K 40 S S 3% 37
GA24  INAV | 485425 53 49 44 OK I II.IIIII IIII..&
GA25 = FNAV | 485430 177/ 67 47 @ OK % S G G5 G G 5 %9 %4 %S
GA25 INAV | 485425 177 67 47 @ OK
GA31  FNAV 485130 38 2 36  OK
GA31 INAV 485425 38 2 36  OK NV NV NV NN
Recording File: CA\SAS-DATA\KASHIWA\R005\202405_31_23_26_50_UBX.csv RX: 3782B/s, DX: 46128/s
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Spoof Signal: GPS L1C/A, LNAV, Receiver:

QZSS SAS Test with Spoof Signal

FOP (L1/L5)

Satellite Signal Details

QZ QZ QZ QZ GP G
04 0

38 37

SB SBE NV NV NV
128 137 02 0% 10

Recording File: CASAS-DATA\Home\RTF2024_06_19_12_55_42.csv

B GNSS Authentication, Version: 202406-R006 Build: 20240605 = o x
lat: 37.63086400  GPSWeek 2319 TTFF: 30384ms Receiver Connecticn
Lom: 14101459400 GPSTOW: 276660  Active Time:  0d Oh 54m 48s 42ms RX: SERIALCOM18;115200,UBX
Elv: 48300 GAL Week: 1295 Device ID:  4E 40 8409 9F DX: NTRIP
Fi:  DGPS GALTOW: 276655  L6EBitEmor 0 mE [l Resetevery 300 s : Hoplb | == || o |
GPS Authenication Status GALILEOQ Authenication Status QFS5 Authentication Status Skyplot
sy MT  TOW AZ EL CNO Status sy MT  TOW AZ EL CNO Status sy MT  TOW AZ EL CNO Status N
GPO4 | LNAV | 276306 | 45| 24 31 | Fail GAO3 | ENAV | 276030 195/ 22 34 | OK QZo2 | LNAV | 276426 184/ 17 25 | Fail 20°
GPO5 | LNAV | 276306 256/ 10 31 | Fail GAOS | FNAV | 276030 144/ 62 43 | OK QZ02 | CNAV | 275214 194/ 17 31 | OK -
—1 GFPO4
GPO6 | LNAV | 276306 |44 |72 44 | Fail GAOS | INAV | 276025 144/ 62 41 | OK QZ03 | LNAV | 276426 205/ 86 41 | OK G{G&f ®
5
GPO6 | CNAV | 276006 |44 |72 45 | OK GAO9 | FNAV | 276030 53|39 30 | OK QZ03 | CNAV | 276366 205/ 86 44 | OK opft [ GADS
GAZ4
GPO7 | LNAV | 276306 122/ 10 26 | Fail GAOS | INAV | 276025 (53|39 29 | OK QZ04 | LNAV | 276426 192/ 67 40 | OK o
GPOO | LNAV | 276306 | 74 |57 44 | Fail GA15 | ENAV | 276030 304/ 17 38 | OK Q704 | CNAV | 276366 (192 67 43 | OK sr1z | & orus
| GPO3 |
GPO3 | CNAV | 276006 | 74|57 46 @ OK GA15 | INAV | 276025 304/ 17 20 | OK QZOF | LNAV | 276426 202/ 44 32 | OK *
GP20 |
GP11 | LNAV | 276306 315/ 48 38 | Fail GA2F | INAV | 276025 306) 7 25 | OK QZOF | CNAV | 276366 202/ 44 40 | OK w . oz 8" | E
GP11 | CNAV | 276006 315/ 48 42 | OK GA30 | FNAV | 276030 257/ 12 30 | OK g' '
GP12 | LNAV | 276306 282/ 11 30 | Fail GA30 | INAV | 276025 257/ 12 28 | OK @E
A Qzo4 GALS. G""n“
GP17 | LNAV | 276306 168/ 28 36 | Fail GA34 | FNAV | 276030 338/ 64 41 | OK o o
GPO7
GP20 | LNAV | 276306 271/ 34 39 | Fail GA34 | INAV | 276025 338/ 64 41 | OK T [ ]
Qz0T GPJI9
GA36 | FNAV | 276030 (93|48 38 | OK %___.GAQ
GA36 | INAV | 276025 | 93|49 38 | OK arir
%a — I .
— L

RX: 7208B/s, DX: 1578B/s

Dinesh Manandhar, CSIS, The University of Tokyo, dinesh@csis.u-tokyo.ac.jp

Slide : 21



C S i Center for Spatial Information Science

The University of Tokyo

Spoof Signal: GPS L1C/A, LNAV, Receiver: Sport Watch with GNSS L1 Signals

The MiWatch data is exported to the Android device. It shows that the user has walked 2.6 Km from A to B

QZSS SAS Test with Spoof Signal

00:00:44

0.00

Sport Watch

|

N
o
W

by spoofed signals. It outputs
spoofed position data.

O e | g

(2]
2.6‘ [ . W \ '

00:18:49 8. a..

s teane

Tz 10w O

G - 0

HARAMACHIKUKITAI
B: Spoof position after
spoofing attac

AHIRA

UMl

HARAMACHIKUSHIMOSHIBUSA

Spogning

O MiFitness | Walking

2.61..

00:18:49

7'12"

Avg pace

8 keal

Active keal

70 BPM

Avg BPM

cidA: True position before
attack

KAIBAMA

41 kcal

Total kcal

OCm

Avg stride ()

Distance is shown 0.0Km in the watch because the photo was taken after the spoofing attack.

Dinesh Manandhar, CSIS, The University of Tokyo, dinesh@csis.u-tokyo.ac.jp
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Spoof Signal : GPS L1C/A, LNAV
: Xiaomi Milllite 5G

Receiver
GNSS Signals: L1/L5 Signals

GPS, QZSS, GAL,

GLO, BDS

Center for Spatial Information Science

QZSS SAS Test with Spoof Signal
Spoof Signal: GPS L1C/A, LNAV, Receiver: Smart Phone with GNSS L1/L5 Signals

15:419 > W <7 A - @D 45~
GnssLogger
Log Map Plots Status Skyplot

C/No after

C/No before
spoofing attack

160 180 200
—6:29:L1: =G 30 LT:m B:7 LT — G:IOLS
5

-3l g
—=GBLE: = GHL1: = G111 L1 G e o1 1L 5 e G101

@® c/No O PRResidual () PRR Residual

O A
®) cps () sBas

O eLonass () azss
O eewou () GALILED

History Average of Strongest Signals; 42.4
Current Average Of Strongest Signals: 42.6

spoofing attack

1

ky

ARy b
=LK

1440© O O T B LR @D 67
GnssLogger
Home Log Map Plots Status Sk
AKANU!
i
w7 1« —JL R

(BEORY b TR K.

-

? A

L]

A: True position before
spoofing attack =
KITTSUKE
s
KURAMAE
e
@
DOMEKI
EAA
Marker Map
9 Settings l] Settings
Google § s
O @ <

Google

=

1447®@ O O IR Z D @D 64
GnssLogger
Home Log Map Plots Status Sk
nNew raiiazan™
Daily Store
Sa—PRHETA—
Z b7 RETALRIE
HARAMACHIKU
1ZUMI ¥ %
FEIXR Y %

c Tohoku
B: — Network
Spoof position after the A T
attack

Yasaka Shrine
S Shimoshibusa...
MoShip IR T
@ Minamcs RN T
"inden, @) 0
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GALILEO OSNMA TEST (Septentrio Receiver)

~ NTP Client Configuration
Mode Con ® off

Server default

—H Advanced Settings—

S0

Galileo Active Mask  0x800804114
Galileo Authentic Mask 0x800804114
GPS Active Mask 0x0
GPS Authentic Mask 0x0

Receiver Position Status
M | PolaRy5-3046633 (KASH) | | Lat: N35°5410.9474" 0.694m | | Tracked Sats: 68
- | 1P Address (Eth): 157.82.223.138 | | Lon: E139°56°21 4675 0.639m | | Time: 2024-07-30 09:11:35
septentrio | Uptime: 0d 01:13:22 | Hgt: 94.069m 1518m | | Temp: 54.00 °C — V: 12.23 vohs |
Overview GNSS Station Communication Corrections Data Qutput
GHNSS = OSNMA
~OSNMA
0 &ﬁm (Authentic: 6, Spoofed: 0)
Authenticating: Ok
~OSNMA Configuration —OSNMA Status
OSNMA Mode O off ® loose O strict ] Status Authenticating
- Trusted Time Delta N/A

ch}g in

&P seas D Status
Al Overall Quality @ Int Logging
L Comections @ Ext Logging
= Wik @ Internal
il Spectrum dean & OSNMA

Logging Admin

Dinesh Manandhar, CSIS, The University of Tokyo, dinesh@csis.u-tokyo.ac.jp
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G COM13 @ 115200 - u-center 24.04 - [Messages - UBX - SEC (Security) - OSNMA (Galilec Open Service Navigation Message Authentication]]
ﬂ File Edit View Player Receiver Tecls Window Help

nEs- @] Zeln»> GALHEO-OSNMA-TEST (U-Blox F9P Receiver)

AR EDDE-E-E-M- B60 B0 0E&E G Il Je 6 S @ & &
AR AIRNIE NN

--50L (Navigation Solution)

] ; L LB - SEC (Security] - DSMNMA [Galleo Open Service M avigation Message Authentication) O

.. STATUS (Mavigation Status)
y-in)

[ Information)
.. TIMEBDS (BDS Time) Rx monitoring information NMA Header
- IMEGAL (Galileo Time) I OSNMAEnabled I New NMA Header I NMA Status [Service in Test
- TIMEGLO (GLO Time) - - - B

MEGPS (DS Time) noOsnma wrongData [TFLX MACH
- TIMEGPS (GPS Time) _ I CPKS |Nomina|
- TIMELS (Leap Secend Information) Collecting OSNMA data from |3 SVs
.. TIMEN MNavlC Time) TESLA chain )
 TIMEQZSS (OZ55 Time) in force (Id) 3 ¥ NMA Header authenticated
.. TIMETRUSTED (External trusted time information)
--TIMEUTC (UTC Time) Service configuration {only authenticated values) Public Key and Merkle tree roct
- WELECEF (

e 'r'Ellc-_-.'t" ECEF) Hash function |SHA-256 Key size pits]  [128 N Curert pub key ID |1 Source From NVS
\NED (Velocity WGSE4)

e ™ Future pub key 1D Source

[E-NAVZ (Mavigation) MAC function |HMAC-SHA-256  MAC size [bits] |40

=-RXM (Receiver Manager) N Curert Merkle tree root source From NVS

(Al <) MCLT Ind 34 From NVS N
mana L rom ° [T Future Merkle tree root source

| (Differential correction input status)
--EPH (Ephemeris)

- IMES (IMES Status)

Measurement Data) [T Authertication status Reason |N0 D5M authentication performed
--PMP (Point to Multipoint)

- PMREQ (Power Mode Request)

755 L6 message)

- RAW (Raw Measurement Data) The next sections show the results of the last TESLA key and MAC authentications, which took place ,E»— seconds ago
- AWK (Multi-GMSS Raw Measurement Data)

- RLM (Return Link Mess

DSM-KROOT/DSM-PKR Authentication

Last subframe authentication results

ge)

Time synchronization check

:---SFRE (Su bfl.:L:I;p[;.:t-;t:ét e ¥ TimSync Enabled ¥ Process Slow MACs Time propagation diff [s] (G5T-Trusted):
B SFREX (Subframe pata NG) T TimSync Status |'I"|me synchronization check not performed 0.663
- SPARTN (SPARTN input status)
- SPARTMEKEY (SPARTM key status) TESLA Key Authentication
’ Tlmzte::;rzh_ﬁc W Authentication status |New TESLA key element successfully authenticated WHNO (GST 5F) ,13[}'17

E£1-SEC (Security) Chain Id 3 TOW [s](GST SF) 346800

- OSMMA (Galileo Open Service Navigation Message Authentica

--51G (Signal Security) MAC Authertication Timing parameters Authentication
- SIGLOG (Signal Security Log)
--UNIQID (Unique Chip 1D} e aa & [T Authertication status
- TIM (Tirning) .
E UPD 'Firm-‘JarE Undate Messages] svid_| I0DE | Auth. status | Num. auth | Comments Reason:
o Lirmware Cpaate Messages) @ 63 Authenticated 1
nknown) @ &7 Authenticated 2 |A|.rthentication not performed
7 storm) @ 63 Authenticated 1
- UNKN @ 65 Authenticated 1 Number of authentications:
_CUSTOM @ 68 Autherticated 1
0
@ | X ¥ Poll | 5 B E |

de: 25

Ready i NTRIP client: Not connected L MOTT client: Mot connected u-blox Generation 9 |=@= COM13 113200 |Mo file open
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Any applications that require secure and safety features

Any applications that require GNSS Time Synchronization
e Telecom Network Systems, Banking Systems, Financial

Any payment/charging system that uses location and time

GNSS Signal Authentication Applications

ITS, ADAS, UAV, UMV, Robotics etc.
Traffic Congestion Management

lllegal Traffic Monitoring (Road, Marine and Aviation)

Supply-chain management, Logistics
To make GNSS location data legal

Transactions etc.

data

e Toll system, Dynamic Road Pricing (DRP), Insurance etc.
* @Gateless Toll System, GNSS-based MLFF (Multi-Lane Free Flow)

In the Context of Singapore

* Enhancement of SIRENT Services - Add a layer of security features
* ERP 2.0 =» Further enhancement of the security system

Monitoring of illegal marine activities

* Protection from Spoofing Attacks

Dinesh Manandhar, CSIS, The University of Tokyo, dinesh@csis.u-tokyo.ac.jp

uuuuu

ERP 2.0:

https://onemotoring.lta.gov.sg/content/onemotoring

/home/driving/ERP/erp-2-0.html
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* No Physical Toll Gates —— W . -

* GPS-based system is used for Location, Distance, and Lane — ' Y e %
occupation o5
« Multi-Lane Free Flow (MLFF) s
£ N
* Can be implemented on any road section e i

* Not limited to only highways, expressways or toll roads

15:51

15:51 Lill 46 (B 15:51 aill 4G . (BE)

e Dynamically charge for road usage

Road Pricing Road Pricing Road Pricing

* Pricing is variable and based on Time: 07:51:48 Loee i - , ey s o7
* Distance, time, location, s Penang foxd oS P
Rate: S0.10/km 1 &
* Vehicle type, lane, and occupancy Trip Length: 1.049%km - " . v
 Traffic congestion condition THip Charge: 5010 5 : ¢
Total Distance Travelled: 4.861km 00, 2 g a = y (&)
. . ol a Plaza Sinoapura . PoMo
* Reward road users for using alternate routes to avoid Total Charge: $0.48 : © e ® O
v 75" 60° 45" 30° r O 1 hC C‘-I
Auth Status: OK & . E Dhob @it (B &
congested route s L] | oot ® By
* Payback the drivers who help to minimize traffic congestion A E _ S
‘_];" ationa useum
Church of the 0fSingapore
L M aas Source: 710" S 150° . Th;i:ji:::;: [:] Fort Canning Green Q
. From DRP Prototype System g
* Global Seamless Implementation ype oy> @ f93 \snchon
s ) . 5 < = Pei
* Single system for smooth cross-border operation I II I II I SN+
+ Singapore €=> Malaysia, ASEAN Countries, Europe e stop 2 e ol N
* The same In-vehicle device can be used globally & Ny o & R o ... >N I
Dashboar Skyplot Map Dashboard Skyplot Map Jashboare Skyplot Map
= @ < ] @® < o @ <

Dinesh Manandhar, CSIS, The University of Tokyo, dinesh@csis.u-tokyo.ac.jp Slide : 27
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Summary

e GNSS Service Providers and Users are aware of Spoofing Issues
* Seeking Spoofing Detection Capabilities

e Q7SS and GALILEO provide spoofing Detection Capabilities

* QZSS SAS (Signal Authentication Services)
* Already Operational and Provides QZSS, GPS and Galileo Signal Authentication
* GALILEO OSNMA (Open Signal Navigation Message Authentication)

* Singapore has already implemented Satellite-based ERP
* The services can be further enhanced by integrating Signal Authentication

* Other Asian Countries are moving towards Satellite-based Toll System
* India, Indonesia
* Thailand, Philippines, Malaysia, and Vietnam may be moving in this direction
* Singapore has always become a leader in implementing advanced technologies in the
region
* Creates Business Opportunities

* Let’s explore the implementation of this technology in various applications and
underlying business opportunities

Dinesh Manandhar, CSIS, The University of Tokyo, dinesh@csis.u-tokyo.ac.jp Slide : 28
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